ACTIVITY PACK




MEET SELPHIRE:

Selphire, also known as the digital world lightning bolt. This monster loves the
online world of pictures, videos and viral/online challenges. She particularly
enjoys cross-platform sharing, sharing risky online challenges, and sharing
personal information via pictures and videos.

She loves how the digital world has made it very easy for content to reach as
many people as possible within a short period.

Your task is to help Internettie and Agent Justice explore ways to stay ahead of
Selphire. You will learn:

Permission in the digital world

Safe ways to take part in online challenges
Cross-platform sharing
How to be Share Aware






TANGLED ON THE WEB

Help! Your friend has shared a ‘slip-up’ picture online and they need to make
sure Selphire does not get hold of it. In order to do this you have to reach the
#GoFISH fish to protect this ‘slip-up’ from being shared on a different platform.

Grab a stopwatch and time how long it will take you to help your friend escape
Selphire and reach the #GoFISH. Use a highlighter or colour to show the way.

How did you get on? Write how Time box: I
long it took you in the time box. '

#GOFISH tip: Information online travels much faster than your journey to the #GoFISH.
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#GoFISH and find all the platforms/apps where ¥
people can share pictures or videos in the /:') ';

digital world. See how many you can find before "‘ ;
checking the answers below.
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CHUQEOUENVLHWOW
MLRODERXBAPHI KH
AKTBDIDEZUPFTHBB
TXOO0OI UZLTOTCCNP
PYWTTBWBOTPUHGT
MXFBKCYQ)]OI OOAW
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RI1T I MJ NTDHWTHTSZ
WNFACEBOOKEMEGT
DHDMINSTAGRAMQU
CZMNQZXDPYETVDU
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OULTZQLGBYTQROS
PATWHATSAPPHGTEFA

SNAPCHAT TWITTER TIKTOK
TWITCH FACEBOOK REDDIT
WHATSAPP INSTAGRAM PINTEREST

YOUTUBE

Words are hidden 2 ¥ and ¥
Turn to the last page to see
what these words mean.




GOING VIRAL CHECKLIST

The digital world is well known for online challenges and trends. Before taking
part in an online challenge, you need to ensure it is safe.

Below are some #GoFISH smart tips to make sure you are taking part in a safe

online challenge. If you cannot tick all the boxes on the checklist, it may be safer
to give that challenge a miss!

It doesn’t involve
| don’t feel pressured to anyone getting hurt.

take part just because O
my friend is taking part.

| have checked with a trusted
adult to make sure they are

It's appropriate O happy for me to take part.
for my age.

Write down how you will respond if you come across a worrying or
upsetting online challenge. Who will you talk to and will you still take part?




#GOFISH SMART BINGO

The grid below contains some ways in which you may have defeated
Selphire and be share aware. Put a tick next to any of the things you
might have done whilst online. Keep up the great work!

| asked for permission

before sharing content

that involved another
person.

| have set privacy
settings on my online
accounts to stop other
people from seeing my
content.

#GOFISH TIPS

| always check my
background in photos
and videos to make sure
| am not sharing any
personal data.

| checked with a trusted
adult before sharing a
picture or video online.

| checked with a trusted
adult before taking part
in an online challenge

| have not shared my
friends’ pictures or
videos across different
platforms.

Here are some #GoFISH tips on how you can continue to be Share Aware in the online
world and defeat Selphire to protect your content.

Remember information in the digital world travels faster than you imagine.

When sharing pictures and videos online, make sure that content does not give
away personal information such as a location or school name.

Before you share content involving another person, ask for their permission.

Once you share something online, you no longer have control over it. You may delete
but that does not mean it is off the web.

Turn on privacy settings on any picture or video sharing platforms/apps to make sure
only your friends can see your content.

Think carefully before sharing any pictures or videos online, they can easily be
changed or shared on multiple platforms.

Do not send pictures or videos of yourself that you would not be happy for the world

(or your grandma) to see.



#GOFISH SCAVENGER HUNT

Are you ready to continue helping the Safer Superheroes tackle their
next mission? Next time you go online:

#GoFish virtually with Cyber
Ambassadors on YouTube - click the link

<>z or search for Cyber Ambassadors. Or
search Cyber Ambassadors on YouTube
and look for the fish.



https://www.youtube.com/channel/UC-URLs2x-9sGTuXc8SnH-jQ/videos?disable_polymer=1

#GOFISH stands for Go Find Internet Safety Help

CROSS-PLATFORM SHARING is when content is shared from a
person’s account on one platform to one or multiple different

platforms.

SHARE AWARE refers to taking steps to make sure that the
content you are sharing online is safe, appropriate and will not
give away any personal information.

TRUSTED ADULTS are adults you can trust to help you when
you feel worried, scared or upset. These include parents, carers,
teachers and Childline.




