ACTIVITY PACK




MEET INFO-EATER:

Info-Eater, also known as the information mastermind. This monster loves to
explore the online world and get involved with your online activity, especially on
social media platforms and gaming accounts.

He has long arms to grab personal information from the internet and uses his
big swirly teeth to munch and digest this information.

Your task is to help Internettie and Agent Justice defeat Info-Eater. You will learn:

Some of his favourite meals
Tips on how to protect your online identity
5 Ps for a positive digital footprint

How to spot fake news

How to create a secure password






WHAT MAKES YOU 'YOU' ONLINE

Help the Safer Superheroes create an online profile for a gaming
platform. Below is a list of information that people use to create an
online profile. You have to write down information that is safe to
share for the online profile. Write your answers inside the person.

Real age Real age
Random username
or nickname
Strong An avatar as a
passoword profile picture

Selfie in school

) uniform
First & last name



MY DIGITAL SHADOW

When you go online to search, play, post, comment or talk to friends you leave
behind an online trail. The special name for the online trail you leave behind
is digital footprint. Your digital footprint tells people about the person you are

based on what you do online.

Ask a trusted adult to print this page for you and grab some toothpaste, a timer
and a prop you can use as a scoop. Now follow these steps:

1. Cover the arrow below using toothpaste.

2. Set your timer to 30seconds.
3. Your challenge is to get all the toothpaste back into the tube using your prop!

Did you manage to get all the toothpaste back into the tube? Now imagine the
toothpaste was information about yourself that you share online — do you think
you would be able to get the information back into a safe space once you have

put it online?




STRONG PASSWORD FOR A
SECURE ACCOUNT

Help the Safer Superheroes create a strong password to keep their gaming
account secure. Please make sure this password is completely made up and not
a password you use for any of your accounts. Write their password here:

Now it is time for you to check how secure your password is. Please see below
and rate how strong your password is. They are some key elements to help you
create a strong password. Let us see how many you have remembered and give

yourself a point for each one you have used.

Check your strong password for a secure account
. Mixture of lowercase and uppercase letters
. At least 1 number

. At least1symbol
A word which does not relate to anything personal

. Not a common word, for example ‘blueorange’

How did you do? Join us for some more tips on defeating
Info-Eater and the other cyber sea monsters on YouTube — Score box: .

search for Cyber Ambassadors.



#GOFISH SMART BINGO

The grid below contains some ways in which you can stop Info-Eater
from taking your personal information. Cross out any of the things
you might have done whilst online. Keep up the great work!

Set your privacy settings
high, only allowing
people you know to see
your content

Check with an adult
before creating an
online profile

Don't share your
password with anyone

Protect personal Not share a picture
information and not wearing your school Have a strong password
share uniform

#GOFISH TIPS

Here are some #GoFISH tips on how you can continue to safely navigate the online
world and defeat Info-Eater to protect your online identity should you come across him.

Try to limit the amount of personal information such as your address, and only use
your first name on your online profile.

Avoid sharing your address, school name, phone number or any information that
you would not be happy for people you do not know to see.

Change your settings on your online profile to private so only people you accept see
your content.

It is more secure to use a nickname or random username and an avatar, it protects
you from the likes of Info-Eater and identity theft.

Remember your digital footprint or online activity is permanent. Think of it as your
digital shadow in a world where it is always sunny - it follows you everywhere!

Your digital footprint describes who you are, based on what you do online such as
the games you play or posts you like.



#GOFISH S PS FOR A POSITIVE

FOOTPRINT

PRIVACY

Make sure you keep your information and accounts private.

PERMISSION

If you are sharing content which involves another person,
make sure you have their permission.

POSITIVE

Be positive online to promote a kind internet.

PROTECT

Protect what is yours; if someone has shared something you
do not like, tell a trusted adult.

PROFILE

If you are gaming or using social media, limit the amount of
information you share on your profiles.




#GOFISH SCAVENGER HUNT

Are you ready to continue helping safer superheroes tackle their next
mission? Next time you go online tick if you do any of the following:

Check if your accounts are private and

Cz you have trusted people in your friend or
follow lists.

Cz Check all your passwords are secure and
strong

Cz Ask a trusted adult to check your online
profiles to ensure you have not overshared

Cz #GoFish virtually with Cyber Ambassadors

on YouTube




DIGITAL FOOTPRINT is an online trail you leave behind when
you search, post, comment or do any online activity. This is
important as when you get older, it is used to identify you and
gives people an idea of who you are.

ONLINE IDENTITY is your individual online presence or online
social identity. This is created when you have an online account
(social media or gaming community).




