BI-DIPHOROUS
ACTIVITY PACK




MEET BI-DIPHOROUS:

.

Bi-Diphorous is a monster of two sides. He tricks people in the digital
world by presenting himself as a friendly ‘online friend’ to make
people like and trust him. He will then reveal his unfriendly side and
make you feel uncomfortable online.

Your task is to help Internettie and Agent Justice defeat Bi-
Diphorous. You will learn some of his tricks and tips on how to spot
unsafe conversations, have safer online friends and where to report if
anyone makes you feel uncomfortable, pressured or worried online.

Remember if in doubt give an adult a shout!






SPOT BI-DIPHOROUS
TATA (TELL A TRUSTED ADULT)

Your favourite games may be on an online platform with a chat
function. This chat function may allow a username that you do not
know to send you a message.

Below you will see some messages on a gaming platform chat. You
need to help the Safer Superheroes decide whether they need to
give a Trusted Adult a Shout if they come across these. Write TATA
(Tell A Trusted Adult) in the fish next to the chat bubble if you need
to tell a trusted adult, or colour the fish blue if it's ok.

You have a message from a username
that you do not know and they are
telling you they like everything you like.
You have not told them what you like.

A friend from school sends you
a message asking if you can join
them in a different game.

You are playing and talking to other
players on a server and another player
messages you to talk to them on a
private chat. The player tells you that
they will block you from the server if
you do not message them.




SPOT BI-DIPHOROUS ANSWERS

Well done! Now check through your answers.

You have a message from a username
that you do not know and they are
telling you they like everything you like.
You have not told them what you like.

A friend from school sends you
a message asking if you can join
them in a different game.

You are playing and talking to other
players on a server and another player
messages you to talk to them on a
private chat. The player tells you that
they will block you from the server if
you do not message them.

How did you do? Take part in the Create a Safer Gaming
Character challenge on the Cyber Ambassadors YouTube

completed Safer Gaming Character to:

channel. Please ask a trusted adult to send your
Score box:
cyber.ambassadors.hants@gmail.com.




WHAT IS AN ONLINE FRIEND?

In the fish below, write down what an ‘online friend’ is and what
makes them an online friend. There is no right or wrong answer.




#GOFISH SMART BINGO

The grid below contains some ways in which you may have defeated
Bi-Diphorous whilst playing, watching videos or talking to friends

online. Cross out any of the things you might have done in the past.
Keep up the good work!

Not telling anyone

Only accepted friend personal information Talk to a trusted adult
requests from people such as where you live about who you are
you know in real life. or go to school when talking to online.

chatting online.

Before talking to Muted the chat or Join servers or play
someone onling, you microphone in a game online with friends that
checked with an adult. when not using it. you know in real life.

#GOFISH TIPS

Here are some #GoFISH tips on how you can continue to have safe conversations, safe
online friends and defeat Bi-Diphorous should you come across him.

Your real life friends are safer ‘online friends’ as these are people you know and have

met before in real life. You will be able to tell who the person behind the screen is
when chatting online.

Look out for anything that may seem too good to be true such as someone liking

everything that you like. Remempber it is easy for people to lie online and pretend to
be someone who they are not.

If you are chatting online and the other person starts asking personal questions or
asking you to do things you find uncomfortable, do not reply and tell a trusted adult.

If you make an ‘online friend’, before you talk to them, talk to a trusted adult about
the online friend and show them their profile.



#GOFISH SCAVENGER HUNT

iy,
y

Are you ready to continue helping safer superheroes tackle their next
mission? Next time you go online tick if you do any of the following:

Make sure any social media accounts or

Cz online gaming platforms are private to
stop people you do not know from being

automatically added to your friends list.

CX Look for the block and report buttons on
the sites you are using.

Cz Ask a trusted adult if they know what
Click CEOP is.

CX #GoFISH virtually with Cyber
Amlbassadors on YouTube.




GOFISH stands for Go Find Internet Help.

ONLINE FRIENDS are friends that people make online but have never met
them in real life.

REPORTING OR SEEKING SUPPORT FOR UNWANTED
COMMUNICATION ONLINE

Click CEOP (www.ceop.police.uk/safety-centre) is a reporting platform
for unwanted online communications which children may find
uncomfortable, worrying or scary. Ask a trusted adult to help you with
making a report on this platform.

If your child does not want to talk to an adult they trust, they can call
Childline (www.childline.org.uk) on 0800 1111.




