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ACTIVITY PACK




MEET ANGLER:

Angler tricks people in the digital world by shining his happy
light onto web links that contain information that could

SCare or worry everyone.

He loves a game of hide and seek; once you click on a link
he is hiding behind he can swim into your device and steal

information.

Your task is to help Internettie and Agent Justice defeat
Angler. You will learn some of his tricks and tips on how to
safer search, filter online content and click on safer links!




Colour in your own version of Angler, and perhaps even draw
or write what he is after? You may want to do some of the

other activities first.

Ask a grown up to take a picture of your Angler and post it
on Facebook, Twitter or Instagram with: #CyberAmbassadors




In the word search below, find and highlight some of /;) a
Angler’s listed tricks. ‘,‘ »

LOOTBOXES SMISHING CLICKBAIT

SCAMS MALWARE  CLICKJACKING
PHISHING VIRUS
HCXDJYWTSV I HBCTLIBYN@®B
CTLVLQYNLOOT® BOIXTES SM
X C L I CKBAI1I TF I UKOQXTA
VB ZWJ JPVY ZZLSVDSUUY
MV TWCCLI CKUJACK I NGIL
Al UOUHNVYVSKWDGIXRF J S
L R JTEMSSMI SHINGTR K
WUPXV SRKPHI SHINGIJL
ASDJ I LV JEXDYTTETCCAQ.
R ODB SCAMSW I Y SOPV B K
EHVYRDUJJ Z I LEQCTFEMPS
CAOXV XTKVACWTIZPDTG®GA

Words are hidden 2 ¥ and ¥

Turn to the last page to see
what these words mean.
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CLICK SMART

Now that you have found all of Angler’s tricks, your next task
is to help the Safer Superheroes defeat Angler.

Draw a line to match how you would safely do the online

activities listed below.

ONLINE ACTIVITY

#GOFISH TIP

Watch age appropriate videos on
YouTube.

Use friendly search engines such as
kiddle, swiggle or kidzsearch.

Complete an in-game trade for a skin or
material with another player.

Make sure the website starts with ‘HTTPS’
or it has a padlock.

Searching or exploring the internet for
interesting facts, homework, or
anything else.

Do not click the link; it is too good to be
true! Show and tell a trusted adult.

Clicking on any links or downloading
anything.

Ask a trusted adult to turn on search
filters on YouTube.

Free item/prize offer and they ask to enter
personal information.

Only complete in-game trades with real
life or trusted friends.




CLICK SMART ANSWERS

Well done! Now check through your answers.

ONLINE ACTIVITY

Watch age appropriate videos on
YouTube.

#GOFISH TIP

Ask a trusted adult to turn on search
filters on YouTube.

Complete an in-game trade for a skin or
material with another player.

Only complete in-game trades with real
life or trusted friends.

Searching or exploring the internet for
interesting facts, homework, or
anything else.

Use friendly search engines such as
kiddle, swiggle or kidzsearch.

Clicking on any links or downloading
anything.

Make sure the website starts with ‘HTTPS’
or it has a padlock.

Free item/prize offer and they ask to enter
personal information.

Do not click the link; it is too good to be
true! Show and tell a trusted adult.

How did you do? Join us for some more tips on defeating
Angler and the other Cyber Sea Monsters on YouTube -
search for Cyber Ambassadors on YouTube.

Score box: .




#GOFISH SMART BINGO

The grid below contains some ways in which you may come
across Angler when online. Cross out any of the things you
might have done in the past.

Clicked on a link or
downloaded something
which made the device

Entered personal
details to claim a free
reward or gift.

Purchased in game
currency or paid for
something in a game.

glitch.
CI|cKed on a pop-up box . Completed an in-game
taking you to another Give an adult a shout . Nt
. . . trade with an ‘online
website, you did not whenever in doubt. friend’

intend on using.

#GOFISH TIPS

Here are some #GoFISH tips on how you can continue to safely navigate the online
world and defeat Angler should you come across him.

Loot boxes are in-game purchases. A safer way to making purchases is asking
trusted adults to give you a gift card instead of using their card details. This will
protect their personal information.

Phishing is a trick by Angler to steal personal information. Make sure you do not
enter personal details on an untrusted website. Never enter any information on ‘Click
here to claim your free item/reward’. Remember, if something sounds too good to be
true, it probably is.

Viruses are small ‘bots’ which try to break into devices to steal information or break
them. Avoid downloading content from online unless you have checked with a
trusted adult or received the link for your teachers.

In-game scammers feed off other people’s winnings, materials or skins by promising
a trade deal but then not going through with it and disappearing. Try to trade with
your trusted or real-life friends. Report any in-game scammers on the platform you
are playing on.



#GOFISH SCAVENGER HUNT o w"“ﬁ

Are you ready to continue helping safer superheroes tackle
their next mission? Next time you go online tick if you do
any of the following:

<>z Find two websites that have ‘HTTPS or a
padlock.

Search on friendly search engines:

<>z Swiggle, Kiddle or KidzSearch. (Ask a

trusted adult to help you set these up on
your devices!)

Ask a trusted adult to turn on ‘Filter
Cz Search Results’ on YouTube and web
browser.

Cz #GoFISH virtually with Cyber
Amlbassadors on YouTube.




GOFISH stands for Go Find Internet Help.

LOOT BOXES are in-game or in-app purchases of a virtual container of
awards based on chance, also known as micro transactions.

A VIRUS is a program that can copy itself and infect the device without the
owner's knowledge.

MALWARE is a software that can be installed on a device without the owner
knowing. It is designed to cause damage to a device.

A SCAM is a trick involving providing false information to trick a person into
giving away money, accounts or in-game rewards or materials.

PHISHING is a confidence trick whereby people give away personal
information such as usernames, passwords, card details and/or phone
numbers. Someone posing as ‘trustworthy’ does this.

SMISHING is tricking people into giving their personal information via text
messaging, also known as text message phishing.

CLICKBAIT/CLICKJACKING is a trick used in the digital world to trick users
into clicking a link or button leading to a site/platform they do not intend
on using.

CHILD FRIENDLY SEARCH ENGINES

KidsSearch.com - also available as app for Android and Apple devices
Kiddle.co - web-based only

Swiggle.org.uk - web-based only

Junior Search - available as app for Apple devices

Kidos — a portal app for Apple devices providing access to a number of
browser-based search engines




