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Risk Management 
Guidance on risk assessment and rating 

(Note:  Guidance on the risk management process itself can be found 
through the Management of Risk Intranet pages or by clicking here) 

 
Risks are rated by assessing them firstly for how likely they are to occur – their probability – 
and secondly for the severity of the consequences if they should occur – their impact. 
 
Each is rated on a five-point scale. 
 
For probability, the lowest rating is not more than 5% or an event not expected to happen 
more often than once in 20 years.  The highest is greater than 50% or an event which is at 
least as likely to happen as not in any given year. 
 

RISK PROBABILITY TABLE 
V Low        Medium       V High 
           Low   High 

                                        
0        5% 10%       20%         50%                  100% 
 
 
For impact, many different types of possible impact need to be considered to obtain a fair assessment.  
The table below is intended to give a guide to some of the main ones and their relative severity, but it is 
only a guide.  Essentially, the highest ranking from the range below should be used, but whether a risk 
could have a single possible impact or whether it has the potential to produce a serious impact under a 
whole range of headings may also inform the rating selected. 
 

 
 

By combining these two assessments in the risk register, the risk rating is obtained.

- NOT PROTECTIVELY MARKED - 1 
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Risk Rating & Matrix 

For convenience and ease of reference, risks are given a “red/amber/green” status, as shown 
in the matrix below. 

 

V High 6 12 18 24 30 

High 5 10 15 20 25 

Medium 4 8 12 16 20 

Low 3 6 9 12 15 

P
ro

ba
bi

lit
y 

sc
or

in
g 

V Low 2 4 6 8 10 

  V Low Low Medium High V High 

 

 Impact scoring 

 
 
As can be seen, the colouring is not symmetrical.  There is a greater bias towards high 
impact/low probability events, rather than high probability/low impact events.  This recognises 
the difference between urgent and important. 
 
For those who are interested, the numerical ratings are obtained simply by ascribing a value of 
1 to Very Low, 2 to Low and so on and combining the two axes of probability and impact. 
 
Instead of the more usual P x I, however, the formula used is (P+1) x I, in order to give the 
added bias to higher impact risks. 
 
The initial risk rating is kept on record and, where actions are being taken to modify the 
probability of occurrence or the impact upon occurrence (or both), the current rating is kept 
under review, with the target rating used to guide activity and ensure it is kept proportionate. 


